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Abstract

Motivation. Standardization in smart city applications is restricted by the competitive pressures of
proprietary innovation and technological compartmentalization. Interoperability across networks, databases,
and APIs is essential to achieving the smart objectives of technology-supported urban environments.
Methodology. The issues that smart cities face, as well as the usage of blockchain in Internet of Things (IoT)
applications, are discussed in this research paper. Problem Statement. The study shows the obstacles to the
establishment of an IoT-driven smart city agenda, including system security, dispersed node interoperability,
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proprietary modules, networks, and algorithms limit smart node interoperability and network-spanning
information sharing [4, 5]. The interoperability as defined by IEEE 2030.5 Ecosystem Steering Committee
(ESC) is “a quality of information and communications technology interfaces that enables two or more
devices or systems to connect and successfully interact” [6]. Interoperability across networks, databases, and
Application Programming Interfaces (APIs) is critical to realizing the smart goals of technology-enabled
urban environments. The Internet of Things (Iol) is realizing a comprehensive technological goal of
integrated, multinodal communication over scattered networks in these smart cities and through lightweight,
low-power, and multifunction gadgets [3].

With various devices collecting usage, behavior, and environmental data, the ability to mine and interpret
these data resources is limited due to a lack of interoperability between proprietary platforms [7].
Economically speaking, IoT is an efficient source of economic profits, which is continuously evolving and
growing [8]. Fernandez-Caramés and Fraga-Lamas [9] have forecasted growth in Machine-to-Machine
(M2M) connection in the coming years from 780 million devices in 2016 to 3.3 billion devices in 2021,
which is related to its broad application in defense, transportation, public, safety, home automation, and more
[10-12]. Consequently, the smart cities concept has significantly grown given the complex challenges aimed
at improving the citizen’s quality of life (QoL) and quality of service (QoS). In a report by the United
Nations (UN), it is mentioned that there is more than half of the population resides in the urban areas, and an
additional growth of 2.5 billion is expected by 2050 [13]. This increased urbanization has substantially
affected the living conditions due to the increase in traffic jams, greenhouse gas emission, carbon dioxide,
and waste disposal [14].

Some of the cities recognize themselves as smart based on their innovative applications and certain
characteristics, including digital inclusion, broadband connectivity, and knowledge workforce [14]. Some
examples of smart cities solutions are found globally. For instance, Tangle Technology in Germany is used
for automated transportation system [15]. In Amsterdam, IoT application has improved energy conservation,
traffic reduction, and security level [16], and in Barcelona, sensor technology is used for evaluating the traffic
flow for designing new bus network [17, 18]. Moreover, in Korea, a smart street lighting system is used along
with automated building [19] similar to Japan, Netherland, and England [20]. Previous studies have
highlighted the benefits and application of the devices and few on the concerns related to smart city
vulnerabilities [21-24]. The identification of the concerns related to smart cities is integral for recognizing
potential threats. Likewise, Silva et al. [22] have also stressed on identifying the concerns related to smart
cities for optimizing the benefits and making necessary improvements for future deployment. Kitchin [21]
has also stated that studies have mostly focused on the technological development of the smart cities while
neglecting the security and privacy issues when implementing smart city’s solutions.
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and methods. Section 3 presents the research findings on basis of a comparative exploration of prior research,
conceptual dynamics, and theoretical relationships related to three domains of smart city innovation, the IoT
industry, and blockchain solutions. Then, we proposed a blockchain-based standard for IoT integration for
smart cities in Section 4. Finally, we summarize the work contributions and conclude this research in
Sections 5 and 6, respectively.

2. Research Aim

Smart city technology interoperability is being restricted by corporate commercial goals; hence, a unifying
solution that connects Iol nodes across urban fabric is urgently needed to facilitate technological
interoperability [13]. This research paper aims to critically examine the current level of progress in IoT-based
smart city solutions and to provide a framework for blockchain integration into Iol-based smart city
applications.

3. Research Findings
3.1. Smart City Solutions

The incorporation of smart city solutions in urban areas is evidence of the unsustainable and coordinated
weight of human activity [33]. Given that the world’s largest 600 cities will contribute to more than 60% of
global GDP by 2025, efficient and integrated hubs of connected technical and informational resources are
critical [33]. Almirall et al. [33] suggest that in order to achieve such goals, urban ecology must be
substantially transformed by networked technologies that give access to and control over datasets throughout
the human-system network. While the fabric of current urban areas is an enabler of communal action, Finger
and Razaghi [34] contend that it is the complex and dynamic sociotechnical interface between individuals
and systems that generates chances for smart, data-driven city characteristics. The concept of smart city
ecology is based on the “pervasive penetration of cities by ICTs” (Information and Communication
Technologies) as a system approach to the digitalization of the infrastructure nodes, connections, and
interfaces essential for human-technology convergence [35]. While such definitions may eventually appear in
the digital lifestyles of mobile device users or technological breakthroughs in ICT-connected vehicles, the
entire ecological framework of the urban center determines the city’s relative smartness or integrated nature.
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1Nnovatve, purposerul, and dynamic Services can pe developea tnat not only extenda tne reacn oI integratea
technologies but also redefine the purposes and human-technology relationships that have evolved over time.

3.2. IoT and Smart Cities

Commonly, the Internet of Things is explained as a broad real-to-object with limited storage and processing
capabilities. The goal of IoT for smart cities is to improve the infrastructure’s performance, reliability, and
security [8]. Figure | shows the conventional network architecture for data centers. In the presence of
internet-enabled devices, information is perceived, detected, and collected. It also distributes data by way of
an internet-based communications network to various devices. Global Positioning Systems, Radio Frequency
Identification Devices, cameras, and sensors are a few examples. In terms of network capability and device
limits, the network layer is in charge of moving data from the application layer’s viewpoint. For transporting
information from the perception device to the close by a gateway that utilizes communicative capabilities, it
integrates into a combination of multiple short-range networks like ZigBee and Bluetooth. Wi-Fi, 4G, and
Power Line Communication (PLC) are employed for longer data transfers [42].
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Figure 1

The conventional network architecture for data centers (source: [41]).
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essential T0T estanlisning a secure urpan environment and, eventually, prevenung Cyberatacks on smart ciues.
Furthermore, Pardini et al. [49] illustrated how cloud computing and the Internet of Things could help cities
enhance waste management by enabling for the tracking of waste, containers, garbage deposit monitoring,
and detecting high-demand areas. Almirall et al. [33] also discover a fragmented information governance and
oversight framework that confines data resources to silos. Private firms impede the potential for city-wide
integration and quick technoinnovation based on the IoI’s cooperative and integrated potential by hoarding
and restricting access to collected-Iol' data. According to Chen et al. [43], the lack of integration and
definitions support systems in Iol systems leads to functional and effectiveness gaps in the security
architecture. Bruneo et al. [50] as shown in Figure 2 propose that output services can be integrated, reducing
the dependency on proprietary networks. Emerging technologies, such as those presented by Collen et al.
[51] and Alasbali et al. [39], anticipate an IoT standard that is secure and adaptable to changing ontologies of
security threats by developing architectural solutions and data authentication standards that limit
unauthorized access and automate information exchange.
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Figure 2

Proposed architecture of the smartme IoT network (source: [50]).

Overlapping hardware solutions are being studied for IoT to be scalable and effective across big technology-
supported networks. Historically, RFID tags provided a low-tech version of IoT connectivity, generating
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Human actions are now being exposed to service providers and other unknown third-parties on an
unprecedented scale as a result of the emergence of big data mining. Given the importance of a smart city
ecosystem’s ability to mine and analyze user data, security and trust concerns connected to information
security and user data rights are becoming more widespread [55, 56]. Interconnectivity, for example, might
expose users’ data to malicious attacks or unauthorized access through a plethora of interfaces and
connecting points [57]. That is why trust-based certificates, which link user activities to meaningful triggers
and downstream network reactions, are critical in smart city security [55].

The application programming interface (API) is the software that translates user data into triggers and
downstream actions [37]. However, as IoT data moves across the network and via the software suite, the
danger of data corruption, unauthorized access, and malicious assaults increases, as these layers are exposed
to a variety of accessibility and authorization concerns [36]. One feasible answer to the security needs for
smart city interconnectivity is the creation of an encryption or encoding standard for network communication
that eliminates plain text accessibility and corruptibility of user data. According to Shafagh and Hithnawi
[57], smart networks can be secured in a predictable and trust-based manner by incorporating a database-
level service capable of encrypting incoming and outgoing data. The Internet of Things (IoT) is fraught with
security risks. Multilayer security interference is increasing in proportion to the network’s size, exacerbated
by a number of physical, access, and technology-based threats (e.g., DDoS attack).

The more connected an IoT device is, the more vulnerable human users are to data disclosure and third-party
attacks [58]. However, from a communications perspective, this type of low-power wide area network
(LPWAN) enables the development of a mesh network of IoTs within a dedicated regional space, enabling
interoperability and cross-node communication based on proximity interactions (e.g., entering and exiting a
space) or network-triggered stimuli (e.g., beginning a journey home) [59]. Numerous intermediary methods
have been proposed to safeguard IoT-collected data. For example, Hadar et al. [60] have developed a security
mitigation framework that consists of a lightweight Iol' security appliance, a cloud-based service, and
mechanisms for synchronization and communication. The problems that smart cities must overcome are
summarized in Table 1.

Table 1

Smart city challenges.
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the mathematical function of IOTA, a cryptocurrency used in the IoT market. It stores transaction details in a
directed acyclic graph (DAG) and provides a novel and evolutionary approach to constructing machine-to-
machine micropayment systems. On the other hand, Sagirlar et al. [69] proposed a hybrid BC architecture for
the Internet of Things, which was found to be effective in addressing security issues. Li et al. [70] have
presented a secure and authenticated IoT block chained paradigm. It implemented a Hyperledger Fabric-
based prototyping system. The platform’s low cost of ownership, its deployment on lightweight devices, and
enhanced security protection all contribute to its implementation prospects. Jiang et al. [27] also presented a
system for integrating various blockchains for the purpose of managing secure ol data. This framework
introduces a new type of control station that operates on a decentralized access approach. According to Jiang
et al.’s [27] study, this framework consumes fewer resources and is simple to install across numerous
consortia.

For the IoT, there are numerous central criteria for achieving the distributed, multinodal system’s central
security objectives, and information control requirements. Reference [67] argues that systems must protect
the integrity of incoming and outgoing communications/transactions while also preserving data integrity by
allowing only authorized users to access and save data on the database/ledger. Additionally, the blockchain-
based IoT database’s resources must be on demand and sufficiently scalable to maintain constant and
predictable quality of service (QoS) across time [66]. Due to the fact that the blockchain solution is based on
multiple layers of authentication, it is a mutually verifiable solution that not only ensures the security of IoT
data exchange, but also enables the software to determine which nodes are communicating in accordance
with the given system specifications/permissions [71].

The gap between conventional IoT solutions and blockchain innovation is evident across numerous critical
aspects, including the trust model (decentralized), the level of security (high), and the underlying privacy
controls (high) [72]. By routing IoT traffic through the distributed blockchain, the data’s trustworthiness and
immutability ensure that the underlying transactions’ integrity and validity are verifiable [72]. Despite these
benefits, there are some inherent hurdles to integrating blockchain technologies into the smart city ecosystem
that must be addressed architecturally and systemically to enhance the possibility of success:

(1) Scalability: the blockchain solution’s architecture will eventually decide the system’s overall
scalability [73].

(i) Public versus private blockchain deployment: decisions about the blockchain’s public versus private
and permission versus permission-less status must be made in light of the smart city and IoT’s
underlying aims in order to achieve optimality [72].

(ii1) Architecture: the architecture of the blockchain solution, which can range from entirely centralized
to fullv distribnted. has an effect on the natuire of data manasement and the reconciliation of edee
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delivery requirements, this model identifies six key aspects of effective BC data management: automatic data
collection, distributed data security, transparency and privacy, trust-free governance, and democratization [
3]. Zheng et al. [5] view the BC solution as a technology-supported intervention capable of scalable, secure,
and efficient data management across cloud-supported or decentralized network channels that can be
coordinated to provide a robust output of informational resources to achieve this broad spectrum of
expectations.
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Figure 3

Features of the management and computing of blockchain-based sharing services (source: [13]).

The immediate repercussions of Iol security concerns drive academics to create and implement a more
productive, efficient security standard based on a centralized blockchain solution. According to Chen et al. [4
3], efficiency and system performance are demonstrated through small-scale trials and then gradually scaled
up to satisfy the requirements of large-scale systems. In Brooklyn, a blockchain-based energy grid was built
to enable solar-paneled households to track their energy output and consumption, simplifying the accounting
for system credits and debits [76]. While similar solutions have been offered for other service-level billing
opportunities, such as healthcare, it is the implementation of a decentralized, intermediary-free charging
system that will ultimately generate the efficiencies necessary to minimize network costs [26]. Kundu [26]
proposes that by aggregating data on healthcare expenses. insurance firms. and service providers will be able
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protecuon, but would also €ncourage DUSINESses 10 establisn Mmore transparent InIormauon management
standards in response to consumer and industry pressures [45].

4. The Solution: An Integrated BC Standard for IOT-Based Smart Cities

Due to the IoT’s scale, the limited processing capacity of individual nodes, and the vulnerability of always-on
or on-demand network connections, it is critical that any coordinating solution handles the IoT’s unique
scalability and security problems [77]. As “restricted nodes,” each Iol' hardware device has limited
computation and communication capabilities, limiting its capacity to effectively secure and monitor against
security breaches and illegal activity [49]. While BC solutions have the ability to alleviate the IoI’s
authentication burden, it is required to reduce code size incrementally by rewriting the design of the
connection network via a distributed solution that includes both full (transacting) and light (adding) nodes [4
9]. This network design, which is based on an edge computing protocol, is dependent upon what [27] refer to
as a centralized consortium network and outlying sidechain networks that connect IoT devices to
intermediary notary nodes on the BC. This cross-transaction verification architecture, which is derived from
the central conceptual basis for the Helium network [78] and the Tangle proposed by [68], enables parallel
consensus and transaction-verified authentication while ensuring that there is no conflict between the current
and any previous transactions [27]. BC technologies were created as a decentralized answer to the inherent
vulnerability of online transactional systems to abuse, double-spending, and security breaches [26]. As a
result, the solution to the security, trust, and integration problems associated with proprietary network
architecture in smart city innovation is to construct the BC as a functional, standardized intermediary
database [39, 40].

As can be seen in Figure 4, this research presents an integrated framework for BC technology in the context
of IoT-based smart cities. The idea centralizes the data transmission process in a homogeneous, network-
accessible cloud, where data owners and/or data consumers can grant or restrict access. As a transactional
ledger, the BC acts as a central data warehouse, monitoring the inflow and outflow of user-triggered data.
While concerns about anonymity and user monitoring are real, the BC sensing system will avoid the need for
central authentication by providing access-restricted and purpose-monitored user-specific datasets. The
system requires a contractual agreement between the user and the IoI-enabled software node, which is
accomplished through transparent and adaptive privacy contracts embedded into the blockchain solution. As
a result, the suggested architecture provides a central BC database as the underlying agent for receiving and
disseminating user behavior information. APIs and proprietary software connect the database’s periphery,
routing user data through an integrated ecosystem of hardware nodes. BC authentication ensures the
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Figure 4

High-level model of blockchain integration within IoT-based smart city.

The concept in Figure 5 illustrates the proposed BC service solution, which maintains compatibility for both
open source and proprietary software design for user interfaces and APIs while consolidating data
management operations into a single, centralized ledger. Thus, IoTs will work within their own native
software but will initiate data exchange in accordance with the sharing protocol, populating the blockchain
with the necessary datasets. Although it is dependent on the transactional modality being tested and
examined in practice, a BC solution based on an established standard of exchange, such as Ethereum,
provides an infinite-loop foundation for IoT consortium-based integration.

Figure 5
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6. Conclusions

This research paper summarizes the conceptual underpinnings of smart city solutions, IoT integration, and
database administration using blockchain technology. Previous research studies indicated that the obstacles
associated with BC integration are persistent and multidimensional, as experimentation is unable to resolve a
large number of the challenges associated with variability. It is critical to ensure that 10T connections are
meaningful, valuable, and responsive during the process of privatizing APIs and software solutions. A more
immediate requirement is for a decentralized, widely available security validation and authentication
standard. This research has demonstrated the benefits of BC serving in this capacity as a standard proof-of-
work concept for legitimizing intranetwork information flows. Additionally, strategies for overcoming
recognized obstacles are critical for advancing the notion of smart cities. This study verified also that in
order for IoT-based smart city solutions to progress beyond its systemic constraints, there is an urgent need
for a revised standard of practice that exists outside the existing private state of developer-restricted data
management systems [79-85].
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