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Abstract

The various application markets are facing an exponential growth of Android
malware. Every day, thousands of new Android malware applications emerge.
Android malware hackers adopt reverse engineering and repackage benign
applications with their malicious code. Therefore, Android applications
developers tend to use state-of-the-art obfuscation techniques to mitigate the
risk of application plagiarism. The malware authors adopt the obfuscation
and transformation techniques to defeat the anti-malware detections, which
this paper refers to as evasions. Malware authors use obfuscation techniques
to generate new malware variants from the same malicious code. The concern
of encountering difficulties in malware reverse engineering motivates
researchers to secure the source code of benign Android applications using
evasion techniques. This study reviews the state-of-the-art evasion tools and
techniques. The study criticizes the existing research gap of detection in the
latest Android malware detection frameworks and challenges the
classification performance against various evasion techniques. The study
concludes the research gaps in evaluating the current Android malware
detection framework robustness against state-of-the-art evasion techniques.
The study concludes the recent Android malware detection-related issues and
lessons learned which require researchers' attention in the future.
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