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Motivation. Standardization in smart city applications is restricted by the competitive pressures of proprietary innovation and
technological compartmentalization. Interoperability across networks, databases, and APIs is essential to achieving the smart
objectives of technology-supported urban environments. Methodology. *e issues that smart cities face, as well as the usage of
blockchain in Internet of *ings (IoT) applications, are discussed in this research paper. Problem Statement. *e study shows the
obstacles to the establishment of an IoT-driven smart city agenda, including system security, dispersed node interoperability, data
resource management, and scalability of a diverse IoT network. Results. To resolve these challenges, this research proposes a
working infinite loop model for establishing a standardized, intermediary cloud-based blockchain for IoT networking within
smart cities. *e blockchain intermediary function will resolve critical gaps in the existing, distributed IoT-based smart cities’
standards, drawing connections between nodes, users, and service providers that are enabled through autonomous, immutable,
and nonrepudiated transactions.

1. Introduction

*e ability to create a fluid, adaptable, and information-rich
smart city environment requires networked interdepen-
dencies. Iterative breakthroughs in the intersection of static
and dynamic resources will revolutionize the breadth of
technology-enhanced choices in networked urban envi-
ronments, allowing for smart, behavior-aware, and data-rich
transactions [1–3]. Despite these benefits, the competitive
incentive for compartmentalized technological innovation
has resulted in structural splits in the smart city ecosystem as
proprietary modules, networks, and algorithms limit smart
node interoperability and network-spanning information
sharing [4, 5].*e interoperability as defined by IEEE 2030.5

Ecosystem Steering Committee (ESC) is “a quality of in-
formation and communications technology interfaces that
enables two or more devices or systems to connect and
successfully interact” [6]. Interoperability across networks,
databases, and Application Programming Interfaces (APIs)
is critical to realizing the smart goals of technology-enabled
urban environments. *e Internet of *ings (IoT) is real-
izing a comprehensive technological goal of integrated,
multinodal communication over scattered networks in these
smart cities and through lightweight, low-power, and
multifunction gadgets [3].

With various devices collecting usage, behavior, and
environmental data, the ability to mine and interpret these
data resources is limited due to a lack of interoperability
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between proprietary platforms [7]. Economically speaking,
IoT is an efficient source of economic profits, which is
continuously evolving and growing [8]. Fernández-Caramés
and Fraga-Lamas [9] have forecasted growth in Machine-to-
Machine (M2M) connection in the coming years from 780
million devices in 2016 to 3.3 billion devices in 2021, which is
related to its broad application in defense, transportation,
public, safety, home automation, and more [10–12]. Conse-
quently, the smart cities concept has significantly grown given
the complex challenges aimed at improving the citizen’s
quality of life (QoL) and quality of service (QoS). In a report
by the United Nations (UN), it is mentioned that there is
more than half of the population resides in the urban areas,
and an additional growth of 2.5 billion is expected by 2050
[13].*is increased urbanization has substantially affected the
living conditions due to the increase in traffic jams, green-
house gas emission, carbon dioxide, and waste disposal [14].

Some of the cities recognize themselves as smart based
on their innovative applications and certain characteristics,
including digital inclusion, broadband connectivity, and
knowledge workforce [14]. Some examples of smart cities
solutions are found globally. For instance, Tangle Tech-
nology in Germany is used for automated transportation
system [15]. In Amsterdam, IoT application has improved
energy conservation, traffic reduction, and security level
[16], and in Barcelona, sensor technology is used for eval-
uating the traffic flow for designing new bus network
[17, 18]. Moreover, in Korea, a smart street lighting system is
used along with automated building [19] similar to Japan,
Netherland, and England [20]. Previous studies have
highlighted the benefits and application of the devices and
few on the concerns related to smart city vulnerabilities
[21–24]. *e identification of the concerns related to smart
cities is integral for recognizing potential threats. Likewise,
Silva et al. [22] have also stressed on identifying the concerns
related to smart cities for optimizing the benefits andmaking
necessary improvements for future deployment. Kitchin [21]
has also stated that studies have mostly focused on the
technological development of the smart cities while
neglecting the security and privacy issues when imple-
menting smart city’s solutions.

Moreover, Blockchain (BC) technology or Distributed
Ledger Technology (DLT) as pointed by [25–27] is likely to
change the way we live because it enables the imple-
mentation of decentralized, secure, privacy-preserving, and
transparent transactions, increasing the trust in smart cities
applications and consequently accelerating their adoption
and use by citizens [28]. Previously, the database and net-
works were controlled by an intermediary; in BC, however,
every member contributes to the network and serve as a
control instance after the development [29]. BC application
in the smart cities is proliferated due to its decentralized
nature and potential for automation [21]. For example, Rizzo
[30] adds that BC is likely to serve as an urban solution to the
smart city problem as initiated in the “Smart Dubai” project,
which aims to solve all its urban-related areas’ problems
(pollution, governance, resource shortages, or trans-
portation). *e problem of rapid growth management in a
sustainable manner has increased due to the increase in the

global population by 2050. Blockchain is likely to reshape the
lives in diverse areas, including management in the country,
consumption of energy, water management, patient-centric
healthcare [31], and traffic handling [32]. Despite its vast
scope, the application of the BC in the smart city remains
surprisingly scarce [28].

*e organization of this paper is as follows: the research
aim is presented in Section 2 followed by materials and
methods. Section 3 presents the research findings on basis of
a comparative exploration of prior research, conceptual
dynamics, and theoretical relationships related to three
domains of smart city innovation, the IoT industry, and
blockchain solutions.*en, we proposed a blockchain-based
standard for IoT integration for smart cities in Section 4.
Finally, we summarize the work contributions and conclude
this research in Sections 5 and 6, respectively.

2. Research Aim

Smart city technology interoperability is being restricted by
corporate commercial goals; hence, a unifying solution that
connects IoT nodes across urban fabric is urgently needed to
facilitate technological interoperability [13]. *is research
paper aims to critically examine the current level of progress in
IoT-based smart city solutions and to provide a framework for
blockchain integration into IoT-based smart city applications.

3. Research Findings

3.1. Smart City Solutions. *e incorporation of smart city
solutions in urban areas is evidence of the unsustainable and
coordinated weight of human activity [33]. Given that the
world’s largest 600 cities will contribute to more than 60% of
global GDP by 2025, efficient and integrated hubs of con-
nected technical and informational resources are critical
[33]. Almirall et al. [33] suggest that in order to achieve such
goals, urban ecology must be substantially transformed by
networked technologies that give access to and control over
datasets throughout the human-system network. While the
fabric of current urban areas is an enabler of communal
action, Finger and Razaghi [34] contend that it is the
complex and dynamic sociotechnical interface between
individuals and systems that generates chances for smart,
data-driven city characteristics. *e concept of smart city
ecology is based on the “pervasive penetration of cities by
ICTs” (Information and Communication Technologies) as a
system approach to the digitalization of the infrastructure
nodes, connections, and interfaces essential for human-
technology convergence [35]. While such definitions may
eventually appear in the digital lifestyles of mobile device
users or technological breakthroughs in ICT-connected
vehicles, the entire ecological framework of the urban center
determines the city’s relative smartness or integrated nature.
A richness of dynamic and static resources is regarded as
underscoring the fundamental purpose of the smart city
[36]. Stone et al. [36] propose that the technological un-
derpinnings for most early-phase smart city applications are
built on static data mining and information management
resources, rather than the practical initiatives associated with
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more dynamic network interactions. From the standpoint of
development, this developing technology ecosystem is
mapping the breadth of human-system interactions, iden-
tifying the scope of crucial nodes, triggers, and responses
that will eventually appear in smart city design [37, 38].

Sun et al. [13] and Alasbali et al. [39, 40] recognize that
smart cities must satisfy requirements of trust, accessibility,
and security in order to provide efficient, high-value resources
to the central user population. Snow et al. [38] note a for-
mative collaboration of public and private organizations
striving towards a singular, integrated objective by high-
lighting Aarhus, Denmark, as a modern, smart city repleted
with integrated technologies and connections. *e smart
initiatives’ holistic design was built on mutual benefits and
network communications that are unified and feature a
central database as well as outlying software-supported
connection points and monitoring nodes [33]. Finger and
Razaghi [34] argue that by acknowledging the simplistic
constructs of smart cities’ physical infrastructure layer, a
broader spectrum of innovative, purposeful, and dynamic
services can be developed that not only extend the reach of
integrated technologies but also redefine the purposes and
human-technology relationships that have evolved over time.

3.2. IoTand Smart Cities. Commonly, the Internet of *ings
is explained as a broad real-to-object with limited storage
and processing capabilities. *e goal of IoTfor smart cities is
to improve the infrastructure’s performance, reliability, and
security [8]. Figure 1 shows the conventional network ar-
chitecture for data centers. In the presence of internet-en-
abled devices, information is perceived, detected, and
collected. It also distributes data by way of an internet-based
communications network to various devices. Global Posi-
tioning Systems, Radio Frequency Identification Devices,
cameras, and sensors are a few examples. In terms of net-
work capability and device limits, the network layer is in
charge of moving data from the application layer’s view-
point. For transporting information from the perception
device to the close by a gateway that utilizes communicative
capabilities, it integrates into a combination of multiple
short-range networks like ZigBee and Bluetooth. Wi-Fi, 4G,
and Power Line Communication (PLC) are employed for
longer data transfers [42].

3.3. IoTand theNetworkAdvantage ofConnectivity. Since the
IoT is made up of autonomous nodes, it may fulfill specific
demands or obligations based on input from users (both
active and passive) [43]. Application, middleware, network,
and perception all have hierarchical layers in the Internet of
*ings (IoT) architecture [43, 44]. Applications are imple-
mented according to a wide range of situations at the ap-
plication layer and data from the middleware layer is
managed and processed [45, 46]. Using the network layer, the
middleware layer gathers data, links the system to the cloud
and database, performs data processing and storage, and
offers the APIs required to meet application layer requests. As
previously stated, this network layer is in charge of connecting

the IoT infrastructure and collecting data from the perception
layer, which is subsequently sent up the stack [46, 47].

Another study by Reilly et al. [48] indicated that the use
of IoTaids in the sharing of critical information about urban
infrastructure, which aids in the smooth operation of smart
cities. Integrated communication is essential for establishing
a secure urban environment and, eventually, preventing
cyberattacks on smart cities. Furthermore, Pardini et al. [49]
illustrated how cloud computing and the Internet of *ings
could help cities enhance waste management by enabling for
the tracking of waste, containers, garbage deposit moni-
toring, and detecting high-demand areas. Almirall et al. [33]
also discover a fragmented information governance and
oversight framework that confines data resources to silos.
Private firms impede the potential for city-wide integration
and quick technoinnovation based on the IoT’s cooperative
and integrated potential by hoarding and restricting access
to collected-IoTdata. According to Chen et al. [43], the lack
of integration and definitions support systems in IoTsystems
leads to functional and effectiveness gaps in the security
architecture. Bruneo et al. [50] as shown in Figure 2 propose
that output services can be integrated, reducing the de-
pendency on proprietary networks. Emerging technologies,
such as those presented by Collen et al. [51] and Alasbali
et al. [39], anticipate an IoT standard that is secure and
adaptable to changing ontologies of security threats by
developing architectural solutions and data authentication
standards that limit unauthorized access and automate in-
formation exchange.

Overlapping hardware solutions are being studied for
IoT to be scalable and effective across big technology-sup-
ported networks. Historically, RFID tags provided a low-
tech version of IoTconnectivity, generating static nodes that
maintained onboard information for sharing with device
readers once sufficient authorizations were received [52]. A
variety of network-connected technologies, such as 3G, LTE,
Bluetooth, ZigBee, Z-Wave, and Sigfox, have been identified
as scalable technological solutions that can be modified to
the system’s, users’, and network’s particular needs [52].
Virtual SIM or eSIM technologies, as a significant innova-
tion in IoT connectivity, will enable the IoT to extend in-
ternationally, creating network connectivity that is scalable,
mobile, and unregulated by network or service provider [49].
Such technologies require what Sachs et al. [53] refer to as
redundant capillary networks, which use several gateways to
transport data from mobile networks to the cloud. *e
benefit of these overlapping gateways is that they ensure that,
regardless of network growth or technology advancements,
slack built into the system design allows for adaptability and
innovation throughout time [54]. Network communications
can be regulated by automating gateway switching behavior,
and a persistent state of connectivity will offer the quality of
service (QoS) requirements required to fulfill long-term
network solutions [54].

3.4. Challenges of IoT Data and Smart City Burden.
Human actions are now being exposed to service providers
and other unknown third-parties on an unprecedented scale
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as a result of the emergence of big data mining. Given the
importance of a smart city ecosystem’s ability to mine and
analyze user data, security and trust concerns connected to
information security and user data rights are becomingmore

widespread [55, 56]. Interconnectivity, for example, might
expose users’ data to malicious attacks or unauthorized
access through a plethora of interfaces and connecting
points [57]. *at is why trust-based certificates, which link
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user activities to meaningful triggers and downstream
network reactions, are critical in smart city security [55].

*e application programming interface (API) is the
software that translates user data into triggers and down-
stream actions [37]. However, as IoT data moves across the
network and via the software suite, the danger of data
corruption, unauthorized access, and malicious assaults
increases, as these layers are exposed to a variety of acces-
sibility and authorization concerns [36]. One feasible answer
to the security needs for smart city interconnectivity is the
creation of an encryption or encoding standard for network
communication that eliminates plain text accessibility and
corruptibility of user data. According to Shafagh and
Hithnawi [57], smart networks can be secured in a pre-
dictable and trust-based manner by incorporating a data-
base-level service capable of encrypting incoming and
outgoing data. *e Internet of *ings (IoT) is fraught with
security risks. Multilayer security interference is increasing
in proportion to the network’s size, exacerbated by a number
of physical, access, and technology-based threats (e.g., DDoS
attack).

*e more connected an IoT device is, the more vul-
nerable human users are to data disclosure and third-party
attacks [58]. However, from a communications perspective,
this type of low-power wide area network (LPWAN) enables
the development of a mesh network of IoTs within a ded-
icated regional space, enabling interoperability and cross-
node communication based on proximity interactions (e.g.,
entering and exiting a space) or network-triggered stimuli
(e.g., beginning a journey home) [59]. Numerous inter-
mediary methods have been proposed to safeguard IoT-
collected data. For example, Hadar et al. [60] have developed
a security mitigation framework that consists of a light-
weight IoT security appliance, a cloud-based service, and
mechanisms for synchronization and communication. *e
problems that smart cities must overcome are summarized
in Table 1.

3.5. BC and IoT Domains. *e BC is essentially an electric
ledger that includes a credit transaction for incoming data, a
debit transaction for outgoing data, and an immutable,
shared ledger transaction for the centralized database layer
[67, 68]. One of the benefits of BC technology for IoT-based
systems is its public or private nature, which allows for the
participation of trusted or public players in validation and
transaction processes [50]. Ibba et al. [4] offer a contractual
database that measures and models behavioral data over
time in an assessment of the practical benefits of BC in
facilitating IoT connectivity and data management. *is
networked backbone for IoT-enabled nodes controls nu-
merous information flow paths via acquisition and sorting
contracts (ASCs) and geographical contracts (GCs), classi-
fying datasets by typology, timestamps, and values [50]. At
the nodes’ periphery, data-specific APIs are then able to
translate data flows into meaningful triggers or outputs,
either by applying responses to individual IoT components
or by creating smart models of behavioral patterns that can

interpret demand, needs, and gaps over extended time pe-
riods [50]. Popov [68] examined the mathematical function
of IOTA, a cryptocurrency used in the IoTmarket. It stores
transaction details in a directed acyclic graph (DAG) and
provides a novel and evolutionary approach to constructing
machine-to-machine micropayment systems. On the other
hand, Sagirlar et al. [69] proposed a hybrid BC architecture
for the Internet of *ings, which was found to be effective in
addressing security issues. Li et al. [70] have presented a
secure and authenticated IoT block chained paradigm. It
implemented a Hyperledger Fabric-based prototyping sys-
tem. *e platform’s low cost of ownership, its deployment
on lightweight devices, and enhanced security protection all
contribute to its implementation prospects. Jiang et al. [27]
also presented a system for integrating various blockchains
for the purpose of managing secure IoT data. *is frame-
work introduces a new type of control station that operates
on a decentralized access approach. According to Jiang
et al.’s [27] study, this framework consumes fewer resources
and is simple to install across numerous consortia.

For the IoT, there are numerous central criteria for
achieving the distributed, multinodal system’s central se-
curity objectives, and information control requirements.
Reference [67] argues that systems must protect the integrity
of incoming and outgoing communications/transactions
while also preserving data integrity by allowing only au-
thorized users to access and save data on the database/ledger.
Additionally, the blockchain-based IoT database’s resources
must be on demand and sufficiently scalable to maintain
constant and predictable quality of service (QoS) across time
[66]. Due to the fact that the blockchain solution is based on
multiple layers of authentication, it is a mutually verifiable
solution that not only ensures the security of IoT data ex-
change, but also enables the software to determine which
nodes are communicating in accordance with the given
system specifications/permissions [71].

*e gap between conventional IoT solutions and
blockchain innovation is evident across numerous critical
aspects, including the trust model (decentralized), the level
of security (high), and the underlying privacy controls (high)
[72]. By routing IoT traffic through the distributed block-
chain, the data’s trustworthiness and immutability ensure
that the underlying transactions’ integrity and validity are
verifiable [72]. Despite these benefits, there are some in-
herent hurdles to integrating blockchain technologies into
the smart city ecosystem that must be addressed architec-
turally and systemically to enhance the possibility of success:

(i) Scalability: the blockchain solution’s architecture
will eventually decide the system’s overall scalability
[73].

(ii) Public versus private blockchain deployment: de-
cisions about the blockchain’s public versus private
and permission versus permission-less status must
be made in light of the smart city and IoT’s un-
derlying aims in order to achieve optimality [72].

(iii) Architecture: the architecture of the blockchain
solution, which can range from entirely centralized
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to fully distributed, has an effect on the nature of
data management and the reconciliation of edge
device communications. A hybrid architecture in-
cluding a core network based on proof-of-work
blockchain technology and a second layer capable of
refining and transferring IoT-collected data to the
core network has been demonstrated to provide an
efficient smart city solution [74].

(iv) Data management and storage: data collection and
rationalization are essential functions of blockchain
systems, as are optimal storage options [72]. *e
data storage system provided by Yu et al. [74] is
based on Ethereum, although data management is
only optimized for datasets less than 20MB in size.
*is study proposes storage methods based on data
features and categorization that can be tailored to
meet unique data gathering demands by using in-
ternal classification measures developed by Xu et al.
[75].

3.6. BC and Smart Cities’ Ecosystems. Human behavior,
technical nodes, and institutional administration are all
integrated into a single service architecture as shown in
Figure 3 as a core pillar of the smart city ecosystem. To meet
the system’s service delivery requirements, this model
identifies six key aspects of effective BC data management:
automatic data collection, distributed data security, trans-
parency and privacy, trust-free governance, and democra-
tization [13]. Zheng et al. [5] view the BC solution as a
technology-supported intervention capable of scalable, se-
cure, and efficient data management across cloud-supported
or decentralized network channels that can be coordinated
to provide a robust output of informational resources to
achieve this broad spectrum of expectations.

*e immediate repercussions of IoT security concerns
drive academics to create and implement a more productive,
efficient security standard based on a centralized blockchain
solution. According to Chen et al. [43], efficiency and system
performance are demonstrated through small-scale trials
and then gradually scaled up to satisfy the requirements of
large-scale systems. In Brooklyn, a blockchain-based energy
grid was built to enable solar-paneled households to track
their energy output and consumption, simplifying the ac-
counting for system credits and debits [76]. While similar
solutions have been offered for other service-level billing
opportunities, such as healthcare, it is the implementation of

a decentralized, intermediary-free charging system that will
ultimately generate the efficiencies necessary to minimize
network costs [26]. Kundu [26] proposes that by aggregating
data on healthcare expenses, insurance firms, and service
providers will be able to engage with client data, monitoring
demand and offering discounts based on health, payment
performance, and network involvement (e.g., visiting their
primary care provider). Similarly, in the integrated IoT
solution developed by Bruneo et al. [50], it is the consoli-
dation of data management services via centralized cloud-
based, network-routed authorizations that ensures seamless
integration as consumers add additional layers of technology
and information resources to their network connections.

In the European Union, the DECODE project was de-
veloped in collaboration with regional governments inmajor
urban centers such as Barcelona, Catalonia, and Amsterdam
to enable consumers to not only access data collected via the
IoT, but also to exercise control over how that data is ex-
posed to third-party organizations and service providers
[55]. According to [76], DECODE is motivated by the as-
sumption that if the technology is exclusive and restricted to
corporate services, it will not be freely available in the global
marketplace. Consumers obtain access to network data using
the DECODE solution by confirming their identity online,
allowing them to engage directly with software solutions for
identity management, payment, and record keeping [76].
For consumers, privacy controls and monitoring capabilities
would not only provide protection, but would also en-
courage businesses to establish more transparent informa-
tion management standards in response to consumer and
industry pressures [45].

4. The Solution: An Integrated BC Standard for
IOT-Based Smart Cities

Due to the IoT’s scale, the limited processing capacity of
individual nodes, and the vulnerability of always-on or on-
demand network connections, it is critical that any coor-
dinating solution handles the IoT’s unique scalability and
security problems [77]. As “restricted nodes,” each IoT
hardware device has limited computation and communi-
cation capabilities, limiting its capacity to effectively secure
and monitor against security breaches and illegal activity
[49]. While BC solutions have the ability to alleviate the
IoT’s authentication burden, it is required to reduce code
size incrementally by rewriting the design of the connection
network via a distributed solution that includes both full

Table 1: Smart city challenges.

Challenges Consequences Reference

Security challenges in the smart city
Cyberattacks [21, 23, 61]

Lack of security testing [23, 62]
Inadequate knowledge and awareness [63]

Privacy challenges in the smart city
Data sharing, data mining, mashup data [62, 64]

Location data [21, 65]
Big data [23, 66]

Security and privacy challenge consequences Critical systems [62, 65]
Datafication [21]
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(transacting) and light (adding) nodes [49]. *is network
design, which is based on an edge computing protocol, is
dependent upon what [27] refer to as a centralized con-
sortium network and outlying sidechain networks that
connect IoTdevices to intermediary notary nodes on the BC.
*is cross-transaction verification architecture, which is
derived from the central conceptual basis for the Helium
network [78] and the Tangle proposed by [68], enables
parallel consensus and transaction-verified authentication
while ensuring that there is no conflict between the current
and any previous transactions [27]. BC technologies were
created as a decentralized answer to the inherent vulnera-
bility of online transactional systems to abuse, double-
spending, and security breaches [26]. As a result, the so-
lution to the security, trust, and integration problems as-
sociated with proprietary network architecture in smart city
innovation is to construct the BC as a functional, stan-
dardized intermediary database [39, 40].

As can be seen in Figure 4, this research presents an
integrated framework for BC technology in the context of
IoT-based smart cities. *e idea centralizes the data
transmission process in a homogeneous, network-accessible
cloud, where data owners and/or data consumers can grant
or restrict access. As a transactional ledger, the BC acts as a
central data warehouse, monitoring the inflow and outflow
of user-triggered data. While concerns about anonymity and
user monitoring are real, the BC sensing system will avoid
the need for central authentication by providing access-
restricted and purpose-monitored user-specific datasets.*e
system requires a contractual agreement between the user

and the IoT-enabled software node, which is accomplished
through transparent and adaptive privacy contracts em-
bedded into the blockchain solution. As a result, the sug-
gested architecture provides a central BC database as the
underlying agent for receiving and disseminating user be-
havior information. APIs and proprietary software connect
the database’s periphery, routing user data through an in-
tegrated ecosystem of hardware nodes. BC authentication
ensures the reliability of user information and the preser-
vation of behavior-specific data by digitally validating user
agreements and contracts using a universal language stan-
dard. Integration suggestions based on this unique paradigm
include GPS-based journey tracking integration between, for
example, home automation, user automobiles, and user
workstations, thereby establishing a three-point assessment
mechanism for predicting system efficiency and
responsiveness.

*e concept in Figure 5 illustrates the proposed BC
service solution, which maintains compatibility for both
open source and proprietary software design for user in-
terfaces and APIs while consolidating data management
operations into a single, centralized ledger. *us, IoTs will
work within their own native software but will initiate data
exchange in accordance with the sharing protocol, popu-
lating the blockchain with the necessary datasets. Although it
is dependent on the transactional modality being tested and
examined in practice, a BC solution based on an established
standard of exchange, such as Ethereum, provides an
infinite-loop foundation for IoT consortium-based
integration.
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5. Research Contributions

*is research paper’s contributions can be stated as follows: the
Internet of *ings (IoT) operates as the digital nodes required
for smart city solution interoperability, providing contractual
precedence for trigger-response behavior across the dispersed
smart network. Also, current technologies limit smart-city
interoperability as inventive developers and hardware engi-
neers attempt to gain a competitive advantage by establishing
proprietary databases and repurposing existing ones. Hence, a
realistic infinite loop smart network concept was proposed for
building a standardized, cloud-based blockchain-based inter-
mediate for IoT networking in smart cities.

6. Conclusions

*is research paper summarizes the conceptual underpin-
nings of smart city solutions, IoT integration, and database
administration using blockchain technology. Previous re-
search studies indicated that the obstacles associated with BC
integration are persistent and multidimensional, as experi-
mentation is unable to resolve a large number of the chal-
lenges associated with variability. It is critical to ensure that
IoT connections are meaningful, valuable, and responsive
during the process of privatizing APIs and software solutions.
A more immediate requirement is for a decentralized, widely
available security validation and authentication standard.*is
research has demonstrated the benefits of BC serving in this
capacity as a standard proof-of-work concept for legitimizing
intranetwork information flows. Additionally, strategies for
overcoming recognized obstacles are critical for advancing the
notion of smart cities.*is study verified also that in order for
IoT-based smart city solutions to progress beyond its systemic
constraints, there is an urgent need for a revised standard of
practice that exists outside the existing private state of de-
veloper-restricted data management systems [79–85].
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[11] M. Höjer and J. Wangel, “Smart sustainable cities: definition
and challenges,” in Proceedings of the ICT innovations for
sustainabilityCham, Springer, 2015.

[12] United Nations,World Urbanization Prospects;e Population
Division of the Department of Economic and Social Affairs of
the United Nations, Available [Online] at: https://population.
un.org/wup/, 2014.

[13] J. Sun, J. Yan, and K. Z Zhang, “Blockchain-based sharing
services: what blockchain technology can contribute to smart
cities,” Financial Innovation, vol. 2, pp. 1–9, 2016.

[14] D. Cox, IOTA Smoothens Transport Management in Germany
as Trive”, Park Collaborates with Tangle, 2019.

[15] A.S. City: https://amsterdamsmartcity.com/.
[16] T.A. Traffic and IOS, “*e best app selection for Barcelona,

Apps4bcn,” All the Apps You Need for Barcelona, Available
[Online]: http://apps4bcn.cat/en/apps/index/Category:trans
port-i-tr-nsit.

[17] S. City and S. de Premsa, “El web de la Ciutat de Barcelona,”
Available [Online]: http://ajuntament.barcelona.cat/premsa/
tag/smart-city/.

[18] E. Strickland, “Cisco bets on South Korean smart city,” IEEE
Spectrum, vol. 48, pp. 2011 11–12.

[19] G. Hancke, B. Silva, and G. Hancke Jr., “*e role of advanced
sensing in smart cities,” Sensors, vol. 13, pp. 393–425, 2013.

[20] T. Bakıcı, E. Almirall, and J. Wareham, “A smart city
initiative: the case of Barcelona,” ISSN, vol. 4, pp. 135–148,
2013.

Mobile Information Systems 9



[21] R. Kitchin, Getting Smarter about Smart Cities: Improving
Data Privacy and Data Security, Department of the Taoiseach,
Ireland, 2016, https://www.researchgate.net/publication/
293755608_Getting_smarter_about_smart_cities_
Improving_data_privacy_and_data_security.

[22] B. N. Silva, M. Khan, and K. Han, “Towards sustainable smart
cities: a review of trends, architectures, components, and open
challenges in smart cities,” Sustainable Cities and Society,
vol. 38, pp. 697–713, 2018.

[23] L. Cui, G. Xie, Y. Qu, L. Gao, and Y. Yang, “Security and
privacy in smart cities: challenges and opportunities,” IEEE
access, vol. 6, pp. 46134–46145, 2018.

[24] L. Edwards, “Privacy, security and data protection in smart
cities:,” European Data Protection Law Review, vol. 2, no. 1,
pp. 28–58, 2016.

[25] L. Ismail and H. Materwala, “Article A review of blockchain
architecture and consensus protocols: use cases, challenges,
and solutions,” Symmetry, vol. 11, no. 10, p. 1198, 2019.

[26] D. Kundu, “Blockchain and trust in a smart city,” Environ-
ment and Urbanization ASIA, vol. 10, no. 1, pp. 31–43, 2019.

[27] Y. Jiang, C. Wang, Y. Wang, and L. Gao, “A cross-chain
solution to integrating multiple blockchains for IoT data
management,” Sensors, vol. 19, no. 9, p. 2042, 2019.

[28] R. Beck, J. Stenum Czepluch, N. Lollike, and S. Malone,
“Blockchain–the gateway to trust-free cryptographic transac-
tions,” in Proceedings of the Twenty-Fourth European Confer-
ence on Information Systems (ECIS), İstanbul,Turkey, 2016.
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[38] C. C. Snow, D. D. Håkonsson, and B. Obel, “A smart city is a
collaborative community,” California Management Review,
vol. 59, no. 1, pp. 92–108, 2016.

[39] N. Alasbali, S. R. Azzuhri, and R. Salleh, “Stakeholders’
viewpoints toward blockchain integration within IoT-based
smart cities,” Journal of Sensors, vol. 2021, pp. 1–17, 2021.

[40] N. Alasbali, S. R. Azzuhri, and R. Salleh, “A blockchain-based
smart network for IoT-driven smart cities,” in Proceedings of
the 2020 2nd International Electronics Communication Con-
ference (IECC 2020), pp. 17–23, Association for Computing
Machinery, Singapore, July 2020.

[41] A. Greenberg, P. Lahiri, D. A. Maltz, P. Patel, and S. Sengupta,
“Towards a next generation data center architecture,” in
Proceedings of the ACM workshop on Programmable routers
for extensible services of tomorrow - PRESTO ’08, pp. 57–62,
WA, Seattle, USA, August 2008.

[42] J.-H. Lee, K. D. Singh, Y. Hadjadj-Aoul, and N. Kumar,
“Wireless and mobile technologies for the internet of things,”
Mobile Information Systems, vol. 2016, pp. 1-2, Article ID
8206548, 2016.

[43] K. Chen, S. Zhang, Z. Li et al., “Internet-of-*ings security
and vulnerabilities: taxonomy, challenges, and practice,”
Journal of Hardware and Systems Security, vol. 2, no. 2,
pp. 97–110, 2018.

[44] M. F. Muhammad, W. Anjum, and K. S. Mazhar, “A critical
analysis on the security concerns of internet of things (IoT),”
International Journal of Computer Application, vol. 111,
pp. 1–6, 2015.

[45] R. Khan, S. U. Khan, R. Zaheer, and S. Khan, “Future internet:
the internet of things architecture, possible applications and
key challenges,” in Proceedings of the 2012 10th international
conference on frontiers of information technology, pp. 257–260,
IEEE, Islamabad, Pakistan, 2012.

[46] M. Wu, T. L. Lu, S. ling, and Du. Hui-Ying, “Research on the
architecture of Internet of things,” in Proceedings of the
Advanced Computer ;eory and Engineering (ICACTE),
pp. 484–487, Chengdu, 2010.

[47] X. Jia, Q. Feng, T. Fan, and Q. Lei, “RFID technology and its
applications in internet of things (IoT),” in Proceedings of the
2012 2nd international conference on consumer electronics,
communications and networks (CECNet), pp. 1282–1285,
IEEE, Yichang, China, 2012.

[48] E. Reilly, M. Maloney, M. Siegel, and G. Falco, “A smart city
IoT integrity-first communication protocol via an Ethereum
blockchain light client,” in Proceedings of the International
Workshop on Software Engineering Research and Practices for
the Internet of ;ings, (SERP4IoT 2019), pp. 15–19, Marra-
kech, Morocco, 2019.

[49] K. Pardini, J. J. P. C. Rodrigues, S. A. Kozlov, N. Kumar, and
V. Furtado, “IoT-based solid waste management solutions: a
survey,” Journal of Sensor and Actuator Networks, vol. 8, no. 1,
p. 5, 2019.

[50] D. Bruneo, F. Longo, G. Merlino, A. Puliafito, and
N. Kushwaha, “Integrating IoT and cloud in a smart city
context: the# SmartME case study,” International Journal of
Computer Application, vol. 57, pp. 267–280, 2018.

[51] A. Collen, N. A. Nijdam, J. Augusto-Gonzalez et al., “Ghost -
safe-guarding home IoTenvironments with personalised real-
time risk control,” in Proceedings of the International ISCIS
Security Workshop, Springer, Cham, pp. 68–78, 2018.

[52] GSMA, eSIM: ;e SIM for the Next Generation of Connected
Consumer Devices, GSMA, Retrieved from: https://www.
gsma.com/esim/, 2019.

[53] J. O. Sachs, N. I. Beijar, P. Elmdahl, J. Melen, F. R. Militano,
and P. A. Salmela, “Capillary networks–a smart way to get
things connected,” Ericsson Review, vol. 8, pp. 1–8, 2014.

[54] K. Finch and O. Tene, “Smart cities: privacy, transparency,
and community,” ;e Cambridge Handbook of Consumer
Privacy, p. 125, Cambridge University Press, 2018.

10 Mobile Information Systems



[55] A. M. Townsend, Smart Cities: Big Data, Civic Hackers, and
the Quest for a New utopia, WW Norton & Company, New
York, NY, USA, 2013.

[56] L. Hu and X. Xia, “5G-Oriented IoT big data analysis method
system,” Mobile Information Systems, vol. 2021, pp. 1–9,
Article ID 3186696, 2021.

[57] H. Shafagh and A. Hithnawi, “Privacy-preserving quantified self:
secure sharing and processing of encrypted small data,” in
Proceedings of the Workshop on Mobility in the Evolving Internet
Architecture, pp. 25–30, CA, Los Angeles, USA, August 2017.
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