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 Metadata
Abstract:
Internet of things increases the automation pace of the world but at the same
time, IoT poses many security challenges for the industry. Intrusion detection
and prevention systems have dominated the market for security in conventional
networks. The challenge to IDPS is huge resource utilization and imparting
performance penalties. Also, real-time training of detection machine learning
models has been an issue. In this research, we develop an agent-based IDPS
system using software-defined networking (SDN) technology at its core. The
system develops a baseline profile for the IoT network by analyzing data from
all the devices under normal conditions. Based on this profile, we extract the
network traffic features. Using these features, we construct our dataset for
anomaly detection in the network. For detection, we use a support vector
machine to detect ICMP flood and TCP SYN flood attacks. The R-IDPS
machine learning model is capable of real-time training. The proposed model
(R-IDPS) is fully capable of mitigating attacks using SDN technology. The main
objective of the research is to analyze the accuracy of the proposed SDN-
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based intrusion detection system especially under the stress conditions of
DDoS attacks. Simulation results show 97 % to 99 % of attack detection
accuracy with no false positives. The R-IDPS is scalable for both large and
heterogeneous IoT networks.
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I. Introduction
A great number of applications are based on Internet of Things
(IoT) devices, this results in the development and customization
of related conventional technologies. This makes the IoT devices
prone to cyber-attacks; and has become very challenging these
days to guard IoT devices from these attacks. Formally, the
conventional IDSs are not suitable for deployment in IoT devices
because of resource constraints in terms of storage, processing
power, and energy consumption. However, almost most of the
mobile traffic data will originate from smart devices by the end of
2022 [1]. One of the limitations of Signature based approach is to
detect new kinds of attacks. However anomaly detection systems
using statistical techniques are more effective to detect the new
attacks, the problem of the high false-positive rate is one of the
main challenges [2], [3].
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